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Foreword

In any case, all intellectual property rights (including, but not
limited to, copyright, trademark and technical secrets) related to
this product and its derivatives, as well as all relevant documents
(including all information in this document and any annexes
thereto) are owned by the MATRIX Foundation.

Without the prior written consent of the MATRIX Foundation, any
user who uses this document shall not lend, license, transfer, sell,
distribute, disseminate or dispose of the product or information
contained in this document to any third party, nor shall any third
party use the product or information contained in this document
in any form.

This document shall not be copied, modified or distributed for any
purpose, in any form or in any way without the prior written
permission of the MATRIX Foundation. No user using this
document shall alter, remove or damage any trademark used in
this document.

This document is provided "as is" and the MATRIX Foundation
does not guarantee the use or consequences of this document in
terms of its correctness, accuracy, reliability or other aspects. All
information in this document may be further amended without
notice. The MATRIX Foundation is not responsible for any errors
or inaccuracies that may occur in this document.

In no case shall the MATRIX Foundation be liable for or infringe
upon any direct loss, indirect loss, incidental loss, special loss or
punitive damages (including, but not limited to, access to
alternative goods or services, loss of use rights, data or profits, or
business interruption), resulting from the use of the product and
the information contained in this document, even if the MATRIX
Foundation has been informed beforehand that such losses may
occur.

All rights are reserved by the MATRIX Foundation
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PLEASE NOTE THAT ALL INFORMATION CONTAINED HEREIN
IS SUBJECT TO CHANGE WITHOUT NOTICE.

Thank you for supporting the Matrix Al Network by choosing to
become a node! This article details how to open port 50505 to ensure
the normal operation of your Matrix Al Network Masternode.
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Matrix Al Network Nodes: A Brief Introduction

The Matrix Al Network supports two types of nodes: Basic nodes and Masternodes. Basic nodes
allow users to sync with the blockchain data. There are two types of Matrix Masternodes: Mining
and Verification Masternodes. Both are responsible for maintaining the normal operation of the
Matrix blockchain — namely, packaging and verifying transactions.

Matrix
Nodes

Basic

Masternodes
Nodes

Mining Verification
Masternodes Masternodes

Port 50505

To guarantee the normal operation of your Matrix Masternode, you need to ensure that you have
opened Port 50505.

There are many ways to check if an individual port is open. One method is to use an online tool
such as You Get Signal: https://www.yougetsignal.com/tools/open-ports/

To verify if Port 50505 is open, you will need the IP address associated with your Matrix Masternode.
Luckily, finding this IP is simple. Tools like You Get Signal often will automatically detect your

machine’s IP address. If, for whatever reason, your IP address is not automatically detected, you may
need to find it manually.

(1) MATRIX


https://www.yougetsignal.com/tools/open-ports/

Find your IP Address on Windows

1. Open you “Network Connections”.
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2. Right click on your active network, and select “Status”. A new window will pop
up.
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3. Click “Details:**". A new window will pop up.
lll WiFi Status 4
General

Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Mo network access
Media State: Enabled
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Duration:
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Signal Quality:
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4. Your machine’s IP address can be found next to IPv4 Address.

Metwork Connection Details =

Network Connection Details:

Property Value

Connection-specific ON...

Description

Physical Address

OHCP Fpabled

|Pvwd Address
vd Subnet Masl

Lease Obtained

Lease Expires

|IPv4 Default Gateway

|Pwd DHCP Server

IPw4 DNS Servers

IPwd4 WINS Server
MetBIOS over Tepip En...

Cloge
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Find your IP Address on a MAC

1. Open your Terminal.

2. Type “sudo ifconfig -a”, while omitting the apostrophes. Click Enter. Your
machine’s IP address can be found in the “eth0” section.

[root@ 1# ifconfig -a
T lags=4099<UP, BROADCAST ,MULTICAST> mtu 1500
inet 172.18.0.1 netmask 255.255.0.0 broadcast 0.0.0.0
ether 02:42:ef:de:0d:4d txqueuelen 0@ (Ethernet)
RX packets 68388 bytes 8271426 (7.8 MiB)
RX errors © dropped @ overruns 0 frame 0
TX packets 80260 bytes 143515591 (136.8 MiB)
TX errors © ,/dropped @ overruns 0 carrier @ collisions ©

eth®: flags=4163<UP,;BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.17.232.54 netmask 255.255.240.0 broadcast 172.17.2
ether 00:16:3e 169:6e txqueuelen 1000 (Ethernet)
RX packets 2 84 bytes 5295396754 (4.9 GiB)
RX errors © dropped @ overruns 0 frame 0
TX packets 26164495 bytes 86144857 (3 GiB)
TX errors © dropped @ overruns O carrier @ collisions ©

If you decide to use You Get Signal, simply click the link above, confirm that your IP address was
automatically detected, enter 50505 next to “Port Number” and click “Check.” After a few seconds,
you will be told whether or not Port 50505 is open.

If Port 50505 is already open, you may ignore the rest of this guide. If Port 50505 is closed,
read on!

you get signal

1) Confirm that your IP
lm Port Forwarding Test{address is written here. 1t STIITIOE [SOWES
& - should fill automatically. FTPH
& your external address e
5] — 25 SUTP
= 53 DNS
= i 80 HTTP
5 open port finder il
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a4 . ’ click "Check”.

—| open por finding out if your port forwarding i

|L_,-,-,_', correctly| 3) After a few seconds, this |ked by a firewall. This tool may also be S A -

; Srr s g = mmanly farw i emote Desktop
— _Llsetl as | will indicate if your Port 5 that are commaonly fcr,..__arcle.tl It_ is . ". :‘C.':'“ eskio
& | importan ) i i n Jpre often blocked at the ISP level in an 5632 PCAnywhere

- attemot f 50505 is "open” or "closed". £900 VNC

Varcraft Ill
Scan All Common Ports

For more a comprehensive list of TCP and UDP ports, check out this Wikipedia article

If you are looking for a software solution to help you configure port forwarding an your network
try using this powerful Port Forwarding Wizard

If my tool has been helpful to you, check out my desktop wallpaper site or follow me on Twitter

@kirkouin s, if your router is causing you massive grief try picking up a cheap Netgear
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Opening Port 50505 on your Windows 10 PC

Note: The process described below will be similar with older versions of Windows.

1. Open Windows Settings and click “Network & Internet”

<~ Settings — O x

Windows Settings

| Find a setting £

Devices
Bluetooth, printers, mouse

g System

Display, sound, notifications

power

D Phone @ Network & Internet

Link your Android, iPhone WiFi, flight mode, VPN

Personalisation s—  Apps

Background, lock screen

&
I

Uninstall, defaults, optional
colours features

R Accounts ™ Time & Language

N AF T

our accounts, email, sync, Speech, region, date
wark, family

2. Scroll down and click “Windows Firewall”. A new window will pop up.

& Settings — O X

@y Home Status
% Sharing options

For the networks that you connect to, decide what you want to
share.

| Find a setting ~

Network & Internet
A Network troubleshooter
| @ Status Diagnose and fix network problems,

View your network properties

% WiFi
Windows Firewall

(= Etetnet Network and Sharing Centre
= Dial-up Network reset
°® VPN .
Do you have a question?
%~ Flight mode Get help

) Mobile hotspot
Make Windows better

G Data usage Give us feedback
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3. Find and click “Advanced settings.” A new window will pop up.

Windows Defender Security Centre - m] X

and troubleshoot network and Internet problems.

i fl. Domain network
o} Firewall is on.
o

% Private network

Firewall is on.

)

3 Public network (active)

Firewall is on.

@

Allow an app through the firewall
Network and Internet troubleshooter

Firewall notification settings

Advanced settings

Restore firewalls to default

4. First, click “Inbound Rules.” Then, click “New Rule*::” A new window will pop
up.

P Windows De . Advanced Se - o x
File Action View Help
L Actions
= Ibound Rk Profile  Enabled Acti ~ | Inbound Rules -
2y outbound nules
2!_ Connection Security Rules @ Apple Push Service All Ves Mew Rule...
I_é" Monitoring @ Bonjour Service Public Y i m »
9 Bonjour Service Public )
9 Bonjour Service - : - S Filter by State »
@ Bonjour Service 2) Click "New Rule... Public  Yes Alle ST Filter by Group 3
@ CCleaner Update Public  Yes Allo View N
@ CCleaner Update Private  Yes Allg
G Refresh
@ CCleaner Update Private  Yes Alle G Belres
@ CCleaner Update Public  Yes Allg ||z Exportlist..
i Dropbox All Yes Allg Help
B Y N PP RI Aias an A

5. Select “Port”, click “Next.

Steps:

& Rule Type ‘What type of rule would you like to create?

@ Protocol and Ports

@ Action ) Program

@ Profile Rule that controls connections for a program.
@ MName ® Port

Rule that controls connections for a TCP or UDP port.

() Predefined:
AllJoyn Router

Rule that controls connections for a Windows experience.
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6. Select “TCP”, select “Specific local ports:”, enter “50505”, click “Next.

Steps:

Rule Type
Protocol and Ports

@ Action
@ Profile

@ Mame

Does this rule apply to TCP or UDP?

@ TCP I

Does this rule apply to all local ports or specific local ports?

() Al lecal ﬂ’ls
® Specific local ports: |5D5D5|
Example: 80. 443, 5000-5010

7. Select “Allow the connection”, click “Next.

Steps:

8. Select “Domain”,

Rule Type
Protocol and Parts
Action

Profile

Namea

Protocol and Ports
Action
Profile

Mame

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node

“Private” and “Public”, click “Next.

Demain
Applies when a computer is connected to its corporate domain.

Private

Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

9. Name the new rule “gmanTCP”. No description is necessary. Click “Finish”.

]

Profile

& MName

e
|gmanTCP|

Llescnption {optional):
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10. Your newly-created rule will appear in the Inbound Rules list.

@ Windows Defender Firewall wit|
&3 Inbound Rules

Inbound Rules Actions

Outbound Rules Mame Group Profile Enabled Acti A .\.nhnund Rules -

B Connection Security Rulg !I All Yes Aller @l NewRule..

'T_'-l Monitoring o Apple Pus . Al Yes Aller F  Filter by Profile 3
% Bonjour Service Public  Yes Allo )
9 Bonjour Service Public Yes Allo T Filter by State 4
@ Bonjour Service Public Yes Al 7 Filter by Group »

11. Next, we will create the second new Inbound Rule. The process is identical to
the previous one. The only difference is that we will select “UDP” rather than
“TCP”. Click “Inbound Rules.” Then, click “New Rule*--” A new window will pop

up.

P Windows Defender Firewall with Advanced Security — O *
File Action View Help
| 2@ =

Actions
Profile Enabled Acti & I Inbound Rules -
Ha Connection Security Rules ) Apple Push Service All Yes Wi MNewRule..

B, Monitering @ Bonjour Service Public Ves

W Filter Ey Protie 4
@ Bonjour Service Public i
@ Bonjour Service [ 2) click "N Rul - Yes Allo 7 Filter by State 4
0 Bonjour Service ) IC EW RUIE... Public  Yes Alle " Filter by Group L4
@ CCleaner Update Public Yes Allo View »
0 CCleaner Update Private  Yes Allo 8 Refresh
@ CCleaner Update Private  Yes Allo = =
@ CCleaner Update Public Yes Allo |= ExportList..
& Dropbox All Yes Allo Help
Wk _c__srano I ANA__N_ £ [ N LV PYTI

12.Select “Port”, click “Next.

Steps:

& Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ) Program

@ Profile Rule that controls connections for a program.
@ Name ®) Port

Rule that controls connections far a TCP or LUDP port.

) Predefined:
AllJoyn Router

Rule that controls connections for a Windows experience .
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13.Select “UDP”, select “Specific local ports:”, enter “50505”, click “Next.

Steps:
s PRule Type Doesg this rule apply to TCP or UDP?
» Protocol and Ports ) ICP.
@ Action ® UDP
@ Profile
@ MName

Does this rule apply to all local ports or specific local ports?
() All local ports

@ Specific local ports: ~ [sos08% |

Example: 80, 443, 5000-5010

14.Select “Allow the connection”, click “Next.

Steps:

@ FRule Type What action should be taken when a connection matches the specified conditions?

E

Protocol and Ports
(® Allow the connection

A This includes connections that are protected with |Psec as well as those are not.
@ Profile

" () Allow the connection if it is secure
@ MName

This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node

15. Select “Domain”, “Private” and “Public”, click “Next.

# Protocol and Ports

§ Action Domain
s Prafile Applies when a computer is connected to its corporate domain.
» Mame Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public netwark location.

16. Name the new rule “gmanUDP”. No description is necessary. Click “Finish”.
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@ Profile

|gmanUDF‘|

@ Mame

Description {optional):

17.Both your newly-created rules will appear in the Inbound Rules list.

& Windows Defender Firewall wit] [Tt bt Actions

&3 Inbound Rules X

Profil Enabled
Outbound Rules = rofile nable
B Connection Security Rules gmanUDP All Yes

> I;_‘ Menitoring rmanTCP All Yes
Apple Push Service All Yes

Bonjour Service Public Yes

Bonjour Service Public Yes

18.Check if port 50505 is open using an online tool such as You Get

https://www.yougetsignal.com/tools/open-ports/

youget signal

Inbound Rules

d New Rule...

7 Filter by Profile
7 Filter by State

Alle
Alle ST Filter by Group

| ' 1) Confirm that your IP
|:—, PO rt Forwa rd|ng Te5t| address is written here. It

should fill automatically.

mmon ports

FTP
SSH

@] your external address
5] —

— open port finder

23 TELNET
25 SMTP

53 DNS

80 HTTP

110 POP3
115 SFTP
135 RPC
139 NetBIOS
143 IMAP
194 IRC

|=
|l — | Remote Address I | Port Numbe} [50505
1] w
|@]] # Port 50505 is closed ori . | \
I about
IA’E The open port checker [ a tool you can use to check your external IP address and def]
— open por . . . finding out if your port forwarding i

|§ comectly 3) After a few seconds, this |Jked by afirewall. This tool may alsg be

—| usedas il indi i s that are commaonly forwarded. It is
[@ importan \;{_I]HS(I}T;d:?'t;pgr}?g: f::TgtSEd" re often blocked at the ISP level in an
— | attempt{ .

For more a comprehensive list of TCP and UDP ports, check out this Wikipedia article.

If you are looking for a software solution to help you configure port forwarding on your netwark,
try using this powerful Port Forwarding Wizard.

If my tool has been helpful to you, check out my desktop wallpaper site or follow me on Twitter
@kirkouimet. Also, if your router is causing you massive grief try picking up a cheap Metgear
NG600 on Amazon.

2) Input 50505 and
click "Check".

3389 Remote Desktop
5632 PCAnywhere
5300 VNC

6112 Warcraft Ill

Scan All Common Ports

If Port 50505 is open, you may ignore the rest of this guide. If Port 50505 is still closed, you

need to open Port 50505 in your router!

MATRIX
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https://www.yougetsignal.com/tools/open-ports/

Opening Port 50505 on your MAC

1. Turn off your firewall. Your MAC'’s firewall should be disabled by default. If it is
turned on, please turn it off. When your MAC’s firewall is turned off, all

inbound ports are open.

2. Check if port 50505 is open using an online tool such as You Get Signal:

https://www.vougetsignal.com/tools/open-ports/

you getsignal
f ' 1) Confirm that your IP
l_“-, PQ rt FQ rwa rd|ng Testq address is written here. It

mmon ports

I should fill automatically. ;TSZ
=] your external address it
5 — 25 SMTP
IT 53DNS
: 80 HTTP
5 open port finder e s
E Remote Address |i| bort Numbe} |50505 1132 igjp
dom w
139 NetBIOS
|@|| # Port 50505 is closed orf _—_— | 143 IMAP
I 194 IRC
= about 2) Input 50505 and
ll’f" The open port checker [ a tool you can use to check your external IP address and def] click "Check"
—| open por . . . finding out if your port forwarding i !
IB correctly] 3) After a few seconds, this |ked by a firewall. This tool may als Be oo T oo
—| usedas il indi i s that are commaonly forwarded. It is 3389 Remate Desktop
[g) importan will |nd_|(:<':3lte if yI’IOLII' fort w  [pre often blocked at the ISP level in an 5632 PCAnywhere
attempt § 20505 is "open” or "closed". 5900 VNG
6112 Warcratt Ill
For more a comprehensive list of TCP and UDP ports, check out this Wikipedia article. Scan All Common Ports
If you are looking for a software solution to help you configure port forwarding on your netwaork,
try using this powerful Port Forwarding Wizard.
If my tool has been helpful to you, check out my desktop wallpaper site or follow me on Twitter
@kirkouimet. Also, if your router is causing you massive grief try picking up a cheap Metgear
NG00 on Amazon.

If Port 50505 is open, you may ignore the rest of this guide. If Port 50505 is still closed, you

need to open Port 50505 in your router!

MATRIX
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https://www.yougetsignal.com/tools/open-ports/

Opening Port 50505 on your Router

As mentioned several times in this guide, Port 50505 needs to be open to guarantee the normal
operation of your Matrix Masternode. After opening Port 50505 on your Windows or MAC, you may
also need to open Port 50505 on your router.

Because every router is different, it is impossible to provide a step-by-step guide applicable to
everyone. The simplest way to open Port 50505 is using your router’s NAT function. Be sure to open
both TCP/UDP ports (usually via a drop-down menu). While most routers give you access to NAT
functions, some do not. If your router does not support NAT, you may need to contact your router
manufacturer. Alternatively, there are also several high-quality resources online.

Once configuring your router and opening Port 50505 (both TCP and UDP), you can check if port
50505 is open using an online tool such as You Get Signal:
https://www.yougetsignal.com/tools/open-ports/

(1) MATRIX
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