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& | The open port checker is a tool you can use to check your external IP address and detect open 445 SMB
1 ports on your connection. This tool is useful for finding out if your port forwarding is setup 1433 MSSQL
= correctly or if your server applications are being blocked by a firewall. This tool may also be 3306 MySQL
| usedasa port scanner to scan your network for ports that are commonly forwarded. It is 0 N
| important to note that some ports, such as port 25, are often blocked at the ISP level in an 3389 Remote Desktop
C attempt to prevent malicious activity 5632 PCAnywhere
5900 VNC
For more a comprehensive list of TCP and UDP ports, check out this Wikipedia article 6112 Warcraft Il

If you are looking for a software solution to help you configure port forwarding on your network, ~ Scan All Common Ports
try using this powerful Port Forwarding Wizard

If my tool has been helpful to you, check out my desktop wallpaper site or follow me on Twitter
@kirkouimet. Also, if your router is causing you massive grief try picking up a cheap Netgear
N600 on Amazon
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{ﬂ The open port checker is a tool you can use to check your external IP address and detect open 445 SMB
—— ports on your connection. This tool is useful for finding out if your port forwarding is setup 1433 MSSQL
{D correctly or if your server applications are being blocked by a firewall. This tool may also be 3306 MySQl
used as a port scanner to scan your network for ports that are commonly forwarded. It is o -
{7 important to note that some ports, such as port 25, are often blocked at the ISP level in an 3389 Remote Desktop
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For more a comprehensive list of TCP and UDP ports, check out this Wikipedia article 6112 Warcraft lll
If you are looking for a software solution to help you configure port forwarding on your network,  Scan All Common Ports
try using this powerful Port Forwarding Wizard

If my tool has been helpful to you, check out my desktop wallpaper site or follow me on Twitter
@kirkouimet. Also, if your router is causing you massive grief try picking up a cheap Netgear
N600 on Amazon

WMREE R im AN LHEFITEEERE, MRMARTHEALTREFRSNTESTE
TS FR 28 50505 % [

MATRIX

i



3. WA FF S EF 50505 i

WRIRREZ BT HER LN, WiEHEXNEEHAamn D HTRE.

3.1 EFRYIRAN P bt
ARERBRGOZE, BRETROCTERECEZT YISRAM 1P it

Windows #la8 B EE M IEE .

1. # T B E R

1. FEIFEMLZEF] Internet

MR TN Z s

,.\\ﬂi,dtﬁﬁﬁhz@] B R0 2%

FEEHTUEEFFMES, TUEFENYIEEAM 1P Hiik

B eN

bl A HIER || 2. B EME A Internet | [ 3. BREMB R F s

« -8 I SRIEE | Fsﬁulmemerl |ﬂ=§imu¢ Ll
XA @®EE =BV TRO
3 o g o
R EERARARI RIS
EEENRE
EEt ey

ERERATRE MAN ST Intemet ‘ 4. SHERTEET|IR LR I

il P RHEES X
£ FAERE (D)
-3 &
== SRR ONS BE
1Pya ki Intemnet ix Intel(R) Dual Band Wireless-AC 3165
1Py EHE: TRMHANIR o 68-07-15-88-A1-26
R 2em BB DHCP -
= o
rEenyiEl: 1% 03:17:57 Pva ;:m@ -
i = (Ay -
s40vps T e 5. #5H0 AIPHLAL |
mens: P4 BRARISE L
IPv4 DHCP RE88
VHRER(E)... FCERRIE(W) IPv4 DNS RRs5 a8 4
8888

224 IPv4 WINS (558
&5 N 4 f Ha TR NetBIOS over Tepip 2
5 R ﬂ_-T li .@ =t :ﬂ B SEIE- AR 1PV6 HHE :db6a:234d%3
IPv6 BRIARI
E Sk 110,641,466 832,952,304 IPv6 DNS RRs588
GEEr) #8(0) SI(G)
- 26
Internet 3 =
(0
Windows Defender IS
£I9E

EH5R(R) PROSet/ TR

MAC/centos/ubuntu #/]8§:
{#/A&< sudo ifconfig -a ATEE ip

MATRIX



[root@ 1# ifconfig -a
T lags=4099<UP, BROADCAST,MULTICAST= mtu 1500
18.0.1 netmask 255.255.0.0 broadcast 0.0.0.0
ether 02:42:ef:de:0d:4d txqueuelen 0 (Ethernet)
RX packets 68388 bytes 8271426 (7.8 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 80260 bytes 143515591 (136.8 MiB)
TX errors @ ,dropped © overruns © carrier 0 collisions ©

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.17 4 netmask 255.255.240.0 broadcast 172.17.2
ether 00:16 130:69:6e txqueuelen 1000 (Ethernet)
RX packets 262! 34 bytes 5295396754 (4.9 GiB)
RX errors © dropped © overruns @ frame 0
TX packets 26164495 bytes 3386144857 (3.1 GiB)
TX errors @ dropped © overruns © carrier 0 collisions ©
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lg The open port checker is a tool you can use to check your extemnal IP address and detect open

—— ports on your connection. This tool is useful for finding out if your port forwarding is setup

IQ correctly or if your server applications are being blocked by a firewall. This tool may also be
used as a port scanner to scan your network for ports that are commonly forwarded. It is

l; important to note that some ports, such as port 25, are often blocked at the ISP level in an

For more a comprehensive list of TCP and UDP ports, check out this Wikipedia article

If you are looking for a software solution to help you configure port forwarding on your network,
try using this powerful Port Forwarding Wizard

If my tool has been helpful to you, check out my desktop wallpaper site or follow me on Twitter
@kirkouimet. Also, if your router is causing you massive grief try picking up a cheap Netgear
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